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S6: 1048 /STTTT-CNTT Hoa Binh, ngay 17 thang 08 nam 2021
Vv canh bao 10 16 hong bao mat mac cao va
nghiém trong trong cac san pham Microsoft

Kinh gui:
- Cac Co quan Pang, Poan thé tinh;
- C4c Vin phong: Tinh ty, Doan PBQH va HDND
tinh, Uy ban nhan dan tinh;
- Cac S¢, ban, nganh;
- Cac co quan, don vi su nghiép tinh;
- UBND céc huyén, thanh phé.

Can ct Cong vin s6 1115/CATTT-NCSC ngay 13/8/2021 cua Cuc An
toan théng tin - Bo Thong tin va Truyén théng vé viéc 10 16 hong bao mat muc
cao va nghiém trong trong cac san pham Microsoft (ban dién tir kém theo).

Ngay 10/8/2021 vira qua, Microsoft phat hanh danh sach ban va 15i thang
8/2021 véi 44 ban va cho cac 16 hong bao mat trong san pham cua minh, 13
trong sb 44 16 hong duoc céng b 1an nay 1 16 héng bao mat cho phép thuc thi
ma tir xa, 7 16 hong trong sé nay duoc danh gia 1a quan trong. Trong d6, dang
chd y 1a 10 16 héng bao mat c6 mac anh hudng tuong ddi 16n trong céc san
pham Microsoft, dic biét 1a 04 16 hong bao mat ton tai trong Windows Print
Spooler va Microsoft Windows. Cu thé nhu sau:

- 03 15 héng bio mat CVE-2021-36936, CVE-2021-36947, CVE-2021-
34483 trong Windows Print Spooler cho phép ddi tuong tan cong thuc thi ma tir
xa, nang cao dic quyén. Trong 2 thang vira qua, 16 hong trong Print Spooler da
c6 anh huong khé 16n va dugc quan tam dac biét khi ma Microsoft lién tuc cong
b ban va cho cac 16 hong lién quan, bt dau véi CVE-2021-1675 vao thang 6,
tiép theo 1a ban va I16i cho CVE-2021-34527, con duoc goi 1a PrintNightmare
vao thang 7. Cong cu dé khai thac céc 15 hong trén da duoc céng bd rong rai trén
Internet nén nguy co bi khai thac bai cac nhdm tan cong c6 chu dich hoic dugc
str dung trong c&c cudc tan cong dién rong la rat 1n.

- L5 hong bao mat CVE-2021-26424 trong Microsoft Windows 1 15 hong
TCP/IP, cho phép doi twong tan cong thuc thi ma tir xa. LS hong nay anh huong
dén Windows 7 dén 10 va Windows Server 2008 dén 2019 véi diém CVSS 9.9
(nghiém trong). Tuy vay, theo du doan cua Trung tdm Giam sat An toan khong
gian mang quéc gia (NCSC), ma khai thac cuaa 16 hong nay s& khé duoc cong bd
som, do viéc phat trién ma khai thac phai vuot qua cac tinh ning bao vé trong
cac phién ban mai cua Windows.



Nham dam bao an toan an ninh théng tin cho cac hé théng théng tin cua
tinh, gop phan bao dam an toan cho khdng gian mang Viét Nam, S& Thong tin
va Truyén thong dé nghi cac co quan, don vi khan truong thuc hién mot s noi
dung nhu sau:

1. Kiém tra, ra soat va xac dinh may chu, may tram sir dung hé diéu hanh
Windows cé kha nang bi anh huong. Thuc hién cap nhat ban va bao mat cho cac
may bi anh huéng theo hudng dan caa Microsoft (huéng dan chi tiét tham khdo
tai licu kém theo Céng van sé6 1115/CATTT-NCSC ngay 13/8/2021 cia Cuc An
toan thong tin).

2. Tang cudng gidm sat va sin sang phuong an xur ly khi phét hién cé dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh
bao cua cac co quan chirc ning va cac to chuc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tan cdng mang.

Trong trudng hop can hd tro, Quy don vi lién hé dau mdi Trung tam Giam
sat an toan khdng gian mang quéc gia (NCSC) - Cuc An toan thong tin, dién
thoai: 024.32091616, thu dién ta: ais@mic.gov.vn hoac Phong Cong nghé thong
tin - S& Thong tin va Truyén thong, dién thoai 0218.3857668.

S¢ Théng tin va Truyén thong dé nghi cac co quan, don vi trién khai thuc
hién./.

Noi nhan:

- Nhu trén;

-Cuc ATTT-BO TTTT (p/h);
- Lanh dao So;

- D01 UCSC ATTTM tinh;

- Luu VT, CNTT (Lo0.60b).

Bui Dac Nam
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